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AJIMMHUCTPALIUSI MYHUOHUITAJIBHOT'O OBPA3OBAHMA
«TJIMTHKOBCKNU PAUOH» CMOJIEHCKOU OBJIACTH
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006 yreepxacHuu Ilosoxkenus o
CHUCTCME  TEXHWYECKOM  3alIuThI

uHpopMaum OTPaHUYEHHOI'O
Jjocryrna B AJIMAHUCTpAIIUHA
MYHULUIIATbHOTO oOGpa3oBalus
«] JIMHKOBCKUH pavioH»

CMoOJICHCKOW 00JacTH | B ee
CTPYKTYPHBIX MOpa3jieNeHusX

B umenax co3maHMs CHCTEMbI TeXHHYeCKOH 3allUTHI MHGOPMAIHH OI'paHWYEHHOTO
JocTyna B AJIMUHUCTPAalWW MYHHOHUIIATBbHOTO 00pa3oBaHus «l JIMHKOBCKUHM paion»
CmosnieHcKO# 00J1acTH U B e CTPYKTYPHBIX NMOApa3AelleHuIX

AJIMUHUCTpAIMA  MYHHUMIIAJIILHOTO  oOpa3zoBaHus  «| THHKOBCKUH  paloH»
CwmoneHckor 06/1acTH MOCTAaHOBIAET:

1. YrBepaute npuiraraemoe IlonokeHue o0 cHcTeMe TeXHHMYeCKOHW — 3allUTHI
UH(OPMaLUU OIPaHUIEHHOTO AOCTYTIAa B AIMUHUCTPALINHM MYyHHLKIIATEHOTO 00pa3oBaHus
«[maKoBCKHUiA paiion» CMOIeHCKOM 001acTH U B €€ CTPYKTYPHBIX TTOAPA3JIEICHHSIX.

2. TlpusHaTh yTpaTHUBIUMM CHIY IOCTaHoBIcHHe Aamuuuctpauuu ot 18.06.2012r.
Nel75 «O6 ytBepxiennu llonoxenus 1o odecriedeHno 0€3011aCHOCTH MEPCOHATBHBIX
JaHHbIX IPU UX 00paboTKe B HH(OPMALUOHHOM cUcTEMEY.

|'1aBa AAMUHUCTpAUH
MVYHHUHUNATHHOro 00pa3oBaHus V4
« TMHKOBCKUI parioH»

Cmonenckoii obnactu V.5 (e




Y TBepxAeHO ‘ NIOCTAHOBIIEHHEM
AJMUHHACTpaLAN MYHHIHTIAJIEHOTO
oOpazoBaHus  «[ THHKOBCKUH  palioH»

CMoneHckoii obmactu |
or C9.0€£. 20141 Ne /90

TTOJIOKEHUE
0 CHCTeMe TeXHUUECKOH) 3alIuThl WHMOpMAHU OTPaHWYCHHOr0 NOCTYIIa B
_ AIMBHMCTpalMd MyHAOUIAIBHOTO 00pazoBaHis «| TMHKOBCKMM paiion» CMOIEHCKOH
Oo0ONACTH U B €¢ CTPYKTYPHBIX TTOAPA3AeTIeHUIX

1. O6mne MoJIOKeHHs

1.1. Hactostmiee [lomoxerue omnpejenseT CIPYKTYPY CHCTEMBI Te€XHHYECKOMH
3aUHTE WHOOPMAIIHA OTPAaHAYEHHOTO JOCTYIIAa, OCHOBBl OpPraHM3aldH TeXHHYECKOH
3AMMTH UHGOPMAUNE OTPaHHYCHHOTC JOCTYNA W (UHAHCHPOBAHHES MEPOHPHATHH II0
TeXHudecKofl zammte HHQopMaUWM OrpaHUYEeHHOro JIOCTYNa B AIMUHHUCTPAlUH
MYHWIUIATRHOTO obpa3osanua «[ nuHKoBCKMIl paifon» CMoneHckoll obnacTH (manee -
AIMWAHUCTpaUMA) U B €€ CTPYKTYPHBIX TIOIPa3oCACHHAX. ™

1.2. Hactosiuiee [lomoxkeHue  sBngeTcss  JOKYMEHTOM  O0A3aTeNIbHBIM  JUIA
HCIONHEHUS B AIMHHHCTPALHMH €¢ CTPYKTYPHBIX MOMpa3felIcHUIX MPH MPOBEIeHHH
pabor o TeXHWYeCKOH 3aluTe HHGOPMaLHU OTpaHMYEHHOI0 MOCTYIa OT YTEUKH II0
TeXHUYECKHM KaHaj1aM, HECAHKIHOHMPOBAHHOTO AOCTYIIa K HHQOPMAIHY OTPARHYEHHOTO
OOCTYIIA, CIIeNAaNBHBIX BO3AEHCTBHIM Ha HHDOPMAUHXIO OTPAaHUYEHHOTO JIOCTYIIA B LEIX
ee YHUUYTOXeHH, UCKAXEHNUA B ONOKHPOBAHUA.

1.3. Hacrosmee Ilomoxenue paspabotano B cooTReTcTBuM ¢ [lomoxkenueM o
TOCYNAPCTBCHHOM CHCTEME 3alMTH WHpopmManuu B Poccuiickoit Penepauvm oT
WHOCTPAHHBIX TEXHHYECKMX pa3BeZIOK W OT €€ YTeUKH [0 TEeXHUYECKUM KaHalaM,
YTRepKACHHBIM HocTaHoBNeHMeM (Coseta Munucrpo - Ilpaeutenscrsa Poccuitickod
®enepauun ot 15 cenradpsa 1993 roga Ne 912-51, Konnenumel 3ammtsl uagopMalii B
CmoneHckolt 00nacTd, yTBEpKIEHHOH nocTaHoBlReHUeM AIMUHHACTpantuu CMOIEHCKOH
obnacty ot 20 pexabps 2004 roma Ne 366, mocTaHoBNeHHeM AIMHHHCTpPALUH
CwmoneHckolt obnacth ot 18 mroHs 2009 roga Ne337.

2. CTpykTypa cHCTEMbI TEXHHYCCKOM 3aIATHI HRGOPMANHH OrPAHHYEHHOTO
A0CTYNA B AAMHHHCTPALUMH H ¢ CTPYKTYPHBIX NoApa3 e/ IeHHsX

2.1. CacTeMy TexXHMYECKOH 3ailfiThl HMH(OPMAaI¥H OIpaHUYeHHOr0 HOCTyia B
AJIMUHHCTPALlMM BO3TNaBIAeT [1aBa AJAMMHHCTpanu¥ MYHULIUNANBHOrO 0OOpa30BaHHS
« nmuuKoBCKHUH paifon» CMoNeHCKo# obnacTh.

2.2. OpraHM3alHoOHHYI0 CTPYKTYPY CHCTEMBI TE€XHHYECKOH 3auidThl MH(QOpPMALNK
OTPaHHYEHHOTO JOCTyna B AJIMHUHHCTPAlMH U €€ CTPYKTYPHBIX [OJAPasAcICHHAX

00pazyloT: )



- Komuccus Io HHOOPMALHOHHOH BezonmacHoCTH AJMMHEHACTpaLHH
MYHHIMNANBHOTO 06pazoranus «I MuHKOBCKUM pafion» CMONSHCKOR 0614acTH — B HacTH
KOOpAMHALMY paboT [10 TEXHUYECKOH 3allliTe HHGOPMAIMH OIPaHMYSHHOTO JOCTYIA,

- 3amecturens [maBel AAMUHHCTpaMH  MYHHLMOANBHONO  00pazoBaHHs
«mrHKOBCKHI paiflon» CMOAEHCKON 00IacTH — B YaCTH OpraHH3aluK pabot Mo 3aiuTe
HH(OPMAIHH; :

-  Bemaynmid croeumanuct AJAMMHUCTPAUMM MYHHIMIIANBHOTO  0Opa3OBaHMSA
«'muaKOoBCKUM palioH» CMoneHckoH ofsnacTd 00 HHOQOPMAIHOHHO-AHATHTHYECKOH
paboTe - B YaCcTH METOAMYECKONO PYKOBOACTBA W peaM3allii Mep M0 TeXHHYecKoi
3alnuTe HHGOPMANKH, He COCTABIAIOINCH roCyIapCTRCHHYIO TaiHY;

-  Cpemmamuct | kareropun no MoOUIH3ALMOHHOH paboTe AIMHHHCTPAIUH
MYHULHMIANBHOTO oOpa3zopanust «l nmubkoBckuii paifon» CMoNeHCKo# o0JacTH Mo
MOOURM3aUMOHHOH paboTe - B 9acTH peanM3allMd Mep Mo 3aliuTe HHQOPMAIHH,
COCTABJIAIOLIEHN rocyapCTBEHHYIO TalHY;

- PykoBomHTeNH CTIPYKTYpPHEIX MOIpasfc/ieHMH B HacTH peald3aluil Mep I10
TEXHHYECKOH 3aMIWTH HHPOPMALWH OTPAaHHYEHHOTO JIOCTYIIA.

3. Opl"al-[ll?lallﬂﬂ TeXHHYE€CKOH 3alIHTEH] HH(bOpMaHHH OIrpaHHYCHHOIO JOCTYNA

3.1. MeponpusTas 0o TEXHAYECKOH 3aliuTe HH(OPMAIIH OTPaHHISHHOTO AOCTYIA
ABNAIOTCA COCTABHOH YACTBIO JeATEeNBHOCTH AJIMMHMCTPALMH U €e  CTPYKTYPHBIX
[oApa3efeHul OCYILECTBISAIOTCA BO B3aUMOCBS3H C IPYTHMH MepaMy 10 obecrieueHno
YCTAHOB/IEHHOTO DEKMMA CEKPETHOCTH M KOH(QHASHUMAIBHOCTH MPOBOJHMEIX paboT ¢
HHOOPMALIMCH OrpaHAYeHHOTO AOCTYIIA.

3.2. [poBeneHue MOOBIX MEPONPUATHA U paboT ¢ UCMONBE30BaHHEM HHOOPMAI[HH
OrpaHHYEHHOTO AOCTYNA Ge3 IPHHATHS HeOOXOAMMEIX Mep 0 ee TeXHHYECKOH 3amiTe He
JOmyCKaeTCs.

3.3. OTBeTCTBEHROCTE 32 OPraHW3ALMI0 W CBOCBPEMEHHYIO peand3alyio
3¢pGhEeKTHBHBIX MEp II0 TEXHHYECKOH 3alllMTe HH(pOpPMaUMY OrpaHH4YeHHOro AOCTYIIA
BO3NAraetTcs Ha 3amecTuTelmst [7aBbl AJMUHHCTpAlMd MYHHIIUNATBHOTO OGpa3soBaHMA
«'mAHKOBCKHA padion» CmoneHckoM o0nacT¥ ©  pyKoOBOAMTeNed  CTPYKTYpPHBIX
noapasJcieHuE ATMUHHCTPALINH .

3.4. Texuudeckas 3ailiuTa FHOOPMALIA OTPAHUYEHHOTO NOCTYHa OCYHIECTBIAETCS
OYTEM BBITIOTTHEHH KOMILIEKCA MEPOIIPUATHI, HaNpaBA€HHBIX Ha IIPeIOTBPAILEHHAE:

- yTedykKH WH(pOpPMAlUMH OrPaHUYEHHOTC JOCTVIA 1O TEXHHISCKMM KaHaJdaM 3a
cyeT MMODOYHBIX  NMCKTPOMArHUTHBIX HMIIYYEHWH W HaBOJOK, CO37aBAEMEIX
(YHKIMOHUPYIOIIAMH TEXHHYECKHMH CPEeACTBaMH; '

- HECaHKIHOHMPOBAHHOTO JIOCTyna K oOpabaThiBaeMoi, XpaHAINEeUcd B
TEXHHYECKMX CPeACTBAX M MEPEeHaBaeMoil 10  KaHamaM CBS3H  HHQpOPMAIHH
OTpaHU4YEHHOI'O J0CTYNA,;

- TIpeJHAMEPSCHHBIX MPOTPaMMHO-TEXHUYECKHUX BO3AEHCTBYHA C 1ENBI0 XHIICHUS,
paspymienss (YHUYTOXKEHUH), HMCKOKEHHA HHOOPMaldHd OTPaHMHMEHHOFO JOCTYNA B
npoiiecce 06paboTKU, IepeRaYH H XpaHeHUs;

- IepexBara TEXHMYSCKHMH CPCACTBAMM pedYeBOH UHMDOPMAlUU OrPpaHHYEHHOTO
JDOCTYTIa U3 IOMELICHYH.

3.5. O0BexTaMy, NOAJIeKaAIIUME TEXHAYECCKOH 3al0UTC, ABJLIFOTC:



-  HH(pOPMALHOHHBIE pecypchl, IpelcTaBAEHHbIC B BHIE HOCHTENEH Ha MarHUTHOM
W ONTHYECKOH OCHOBax, MHOOPMAUMOHHBEIX MAacCHBOB W 0a3 JaHHBIX, COMEpKaliX
UH(OPMALIHIO OTPaHNYEHHOTO AOCTYIIa,;

- TeXHHYECKHE CpelCTRa 00paboTKHU M Mepefadd WHOOPMALHH OrpaHHICHHOIO
JOCTYTIa;

- TIOMEIIeHUs, NpeHa3HauYeHHbIe U 00paloTKH WH(pOpMaUUy OrpaHUYEHHOIO
TOCTyTIa U MPOBeIEHNUA CEKPETHRIX (KOHOHAEHIIHATEHBIX ) IEPETOBOPOB.

3.6. OcHOBHBLIMU OPTaHU3AUMOHHO-TEXHUYECKUMK MEpOTPHATHAMH O
TeXHHYeCKOR 3aIuTe HHGOPMAITHY OrPaHHYSHHOTO JOCTYIIA SBIAKTCA:

- KaTeropHpOBaHHE OOBEKTOB, YKa3aHHBIX B MYHKTe 3.5 HacTosmlero pasjena, B
3aBHCUMOCTH OT MX BaXHOCTH, CTENCHU CEKPETHOCTH (KOH(UEeHIINAIBHOCTH)
uHpOpPMALIMK  OTPAHUYEHHOIO JOCTyma W YCIOBUM  3KCIyaTaliiM, a TakKxke
KTacCH(UKAIHA ABTOMATH3HPOBAHHBIX CUCTEM II0 TpeOOBaHMAM 3AILMHMICHHOCTH OT
HECaHKLHOHHPOBZHHOI'0 IOCTYNA K HHGOPMALIMH OTPAHAYCHHOTO TOCTYIIA;

- pa3paboTKa H BHEJAPEHHE pPELIEHHH MO TEXHWYEeCKOH 3amure HHpOpMalUHMH
OTpaHHYEHHOT0 JOCTYHA MPH CO3AaHHU H 3KCIUTYyaTalluu OOREKTOR, YKA32HHBIX B IMYHKTE
3.5 HacTOAIIErO pa3Aena,

-  MpuMeHeHUue MHG)OPMALMOHEHBIX ¥ aBTOMATHIHPOBAHHBIX CHCTEM YIIPABICHUA B
3aILUAINEHHOM MCIIOJIHEHNH;

- OpraHy3alysd aTTecTaluuH OOBEKTOB, YKa3aHHBIX B IIYHKTe 3.5 HACTOSILETO
paszena, o TpeboBaHHAM He30MacHOCTH HHGPOPMALUH OTPAHHYEHHOTO JOSTYIA;

- ofbecnevenne (QU3NYecKOH 3aIMUTHl OOBEKTOB, YKA3aHHLIX B IYHKTE 3.5
HacTOALIETO pasiea; _

- obecrnedycHHE 3alATHY MHPOPMALIMH OTPaHHYEHHOTO TOCTYNA OT YTEYKH IO
TeXHWYIeCKAM KaHAJIaM IIpU ee 06paboTke, XpaHeHHH | Niepeiave;

- obecrieweHe  zammThl  HHQOpPMANWH  OrPaHUYEHHOTO  JOCTYNa  OT
HECAHKUMOHHPOBAHHOIO JOCTYI4a K HEH B aBTOMATH3MPOBAHHEIX MHGOPMAIHOBHBIX
CHCTEMAX U JIOKAIBHEIX BEIYHCIMTENBHBIX CETIX, a TAKKE OT KOMUBIOTEPHBIX BUPYCOB;

- COBEPHIEHCTBOBAHME MeToAMHUecKOH 6asel obecmedenus wHOpMaIHOHHON
0e30MacHoCTY,

- OpraHuW3aiisg W I[pOBeJeHUe KOHTPOJNS COCTOAHWA TEeXHHYEeCKOM 3AIIHTEHI
HHQOPMALNH OTPAHUYEHHOTO JOCTYNA.

3.7. KoHKpeTHBIE METOJBI, IIPHEMBI H MEPHl TEXHUYECKOH 3aIIMTH MHGOPMaUKH
OTPaHUYEHHOro JOCTYNAa pa3pabaThIBAIOTCA B 3aBHCHMOCTH OT CTENEHH BO3MOKHOTO
ylepba B coydae ee yTeUKH, paspylleHUs (YHHYTOXEHHSA) Ha OCHOBAHHH (heAepalbHBIX
3aKOHOB, CTaHAapTOB, HOPMATHBHO-MCTONMUECKHX M PYKOBOASUIMX HOKYMEHTOB IO
TEXHUHMECKOH 3alliTe WHOOPMALKMKA OTpaHHuYEHHOTO AocTyna degepaibHON CIyXObl 1O
TeXHUYECKOMY H OKCIOPTHOMY KouTpomo U DefepanbHol cnykOb ©0e30mMacHOCTH
Poccuiickoi ®enepaun.

4. Konrpoas cocTOSHMS TeXHHYeCKol 3aHThl HRPOPMALUHMN Or pAHHTEHHOTO
AOCTYNa

4.1. KoHTpoNb COCTOSHMA TEXHHYECKOH 3aluThl HMHGMOPMalMM OrpaHH4YEHHOIO
aocTyna (anee - KOHTPOJb) OCYIIESCTRISETCS B LEAX OLEHKH OpraHM3aliy TeXHUUECKOH
3al0MTHl WHQOPMAOWH OTPAaHWYEHHOTO JOCTYIlA, CBOEBPEMEHHOTO BEHIABICHUA ¥



TIPEOTBPAINEHHA YTEYKH HWHGOPMAaUWH OrpaHU4EHHOIo IOCTYNAa MO TEXHHYISCKHM
KaHANaAM, HeCaHKI[MOHUPOBAHHOIO JIOCTYNA K HeH, OLUCHKH 3alMTH €€ OT TEXHUYECKHX
pa3BeIoK.

KoHTponB 3akimio4acTcsi B [POBEPKE BBIOAHEHUS TpeGoBanuii deaepaabHbIX
3aKOHOB, HOPMAaTHBHO-METOAHYECKHNX M PYKOBOMSIUX JIOKYMEHTOB II0 TEXHUYECKOH
3alUTe UHpOpMaLWH OrpaHUueHHOTo foctyna DefepanbHod cayxObl 10 TEXHHYECKOMY
U IKCIoptHOMY KoHTpomto H  DenepanbHod cIyxObl OezomacHOCTH PoccHiCKo#H
Qenepauyy, a TaKkKe B OLEHKE AOCTATOYHOCTH NPHHMMAEMBIX Mep IO TeXHUHECKOH
3aluTe UHQOPMAIUK OrpaHHYeHHON0 JOCTyA.

4.2. OCHOBHBIMH 33a71a4aMH KOHTPOJIA ABIAIOTCH:

-  OLEHKA AeATENBHOCTH AAMHUHUCTpALMK H €€ CTPYKTYPHBIX Mojapas/eileHdil Mo
PYKOBOJACTBY ¥ KOOpJAWHAIMM paboT B O0NacTH TEeXHWHMecKOH 3aiuuThl WHpOpMauuu
OTPaHHUYEHHOIO JIOCTYMa B MpeieaxX X KOMIIETCHLINY;

- BBUIBJIEHME TEXHHYECKHX KaHAJOB YTeUKH HHQOPMAlMH OTPaHHYEHHOrO
JOcTyna Ha oObeKTax, yKazaHHBIX B NyHKTe 3.5 pasgena 3 Hacrosimero Ilomoxemus,
KaHAJIOB HEeCZHKUHOHHPOBAHHOTO JIOCTYNa K HWH(POPMALUU OTPaHHYEHHOTO HOCTYNA U
CIIeNMAbHBIX BO3IeHCTBHI Ha HKHOOPMALHIO OTPAHHYEHHOTO JOCTYNA, AHAIW3 M
UHCTPYMEHTAlIbHasg ONCHKA BO3MOXHOCTEH TEXHHYECKHUX pa3BeHoK [0 [IOIY4YEHHIO
UH(pOpMAIK OTPaHUIEHHOTO A0CTYTIA;

- oueHka >(OQEeKTHBHOCTH MNPOBOAMUMBIX MeEp N0 TEXHHUECKOH 3alluTe
UHGOpMAIHA OTPAHHYEHHOTO JOCTYIA; ry '

- BBIABIEHHE M  3HAIW3  HapyUleHWH  yCTAHORIEHHHIX  (eJepanbHEIM
3aKOHOAATENbCTBOM HOPM K TpeOOBaHWIl, HOPMAaTHBHO-MCTONHYECKUX H PYKOBOISIIUX
AOKYMEHTOB 10 TEXHHYECKOH 3alliute HWHOOPMALHU OTPAHHYEHHOTO JIOCTYyNa
@egepanbHOR CITYXOBI MO TEXHHYECKOMY M 3KCIOPTHOMY KoHTpomo H PenepanbHON
cayx6e1 Oc3omacHocT Poccuiickoit ®Penepamuy W NpPHHATHE OMEpAaTHBHBEIX MEp MO
[IpECedeHUIO BEISRIEHHAIX HAPYIIEHUH;

- pa3paboTka pexkoMeHTauuil [0 YCTPAHCHUIO BBIABICHHEIX HEOOCTATKOBR B
OpraHU3allHd U COCTOAHHMH paboT Mo TeXHHYECKOH 3aI0HTe HWHPOPMAUHH OTPaHHICHHOTO
aocTyna; :

- TIpOBepKa yCTpaHEHHs HEAOCTATKOB, BEIABICHHBIX B PE3YNETATE KOHTPOJIS.

4.3. KoHtpons B - AIMUHHCTpalldid W B €€ CTPYKTYPHBIX TOZpa3e/leHUIX
OpraHHA3YeTCs B COOTBETCTBHH C (e/lepabHBIM 3aKOHOAATENHCTRBOM.

4.4. Kontpons B AamuHMcTpauuM (HOPAN0K GYHKUIMOHUPOBAHUS  CPEJICTB
TEXHHYECKOW 3alUTHl WHQPOPMAalMH, coOGNIOAeHUE YCTAaHOBIEHHBIX PEKUMOB paGoThI
00BeKTOB, YKa3aHHEIX B IyHKTe 3.5 pazmena 3 HacTosmiero IlonokeHus, BbHIONHEHNE
YCTAHOBRJICHHBIX MEp MO TEXHWYECKOW 321nuTe WH(OPMALIMKA OrPaHU4eHHOTO JOCTYyNa, B
TOM 4YKCIIe OT HeCAHKLUHOHUPOBAHHOI'O AOCTYIA) OCYIIECTRIZETeA paboyelt rpynmoi U3
coctaba  Komuccunm mo uHbpopMaimoHHOM Oe30racHOCTH AJMHMHHCTPAlUM, a B
CTPYKTYPHBIX  MOApa3z/eNeHUAX  AJMHUHHCTpPalMH  CHEHHANMCTAMH TI0  3al[uTe
HHQOPMAIMH HIH KOMUCCHEH.



5. PUHAHCHPOBAHHE MEPONPHATHE N0 TeXHHYecKoil 3alUTe HHpopManHu
T OrpaHMYEHHOI0 ZoCTYNA

(duHaHCUpOBaAHUE  MEPONPHUATHH MO  TEXHUYECKOH  3ammuTe  HHQOpMalHH
OTPAHUYEHHOTO JAOCTYNa B AJMHHHUCTPalMHE KM B €€ CTPYKTYPHBIX [OApa3feleHusIxX
npeIycMaTpuBaeTcsd B OMOMKETHBIX cMeTax AJIMUHHCTPalBd W €e CTPYKTYPHBIX
noApasIeNeHHH.



